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Introduction  

This guide contains detailed instructions on how to install Linux and setup an 

anti-spam email gateway.  If you run a dedicated Internet email server of any 
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kind, then you are already fighting with spam.  This documentation will provide 

you with a low-cost anti-spam solution that is both web configured and 

managed, using free Open Source Software.   

If you don’t have a firewall, it’s strongly recommended you get one.  The 

Piratefish Anti-Spam System is not designed to be any kind of firewall device, 

but basic instructions are included on how to add a firewall into your Piratefish 

Anti-Spam System. 

The Piratefish is intended to be an anti-spam server that any system 

administrator can setup with little to no Linux experience.  The Ubuntu Server 

OS is used for this setup because it contains most of the packages needed to 

build a fully working system.  

Having experience with Internet Networking and Windows is very helpful.  Just 

work through each step, and follow the instructions and perform the tests as 

you proceed. 

To get started, you will have to download the Ubuntu Server CD-ROM image 

from Ubuntu.com and burn it.  Your Piratefish Anti-Spam System will need 

Internet access during the entire build process.  Instructions are provided on 

how to change the IP address once the system has been completed. 

 

Total setup time, not including downloads, is dependent on the skills of the 

reader.  For the knowledgeable user with a decent Internet connection and 

networking experience, basic setup with black-hole list protections can be done 

in about 2 hours.  

What open source packages are used? 

The Piratefish Anti-Spam System uses a large number of Open-Source programs 

and tools, way too many to list here in fact.  Here’s are the primary packages 

that make the Piratefish work; 
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Software Purpose 

Ubuntu Server Edition Base Operating System 

MailScanner    Message Processing & Black Hole Checking 

SpamAssassin   Message Content Analysis & Bayesian Filtering 

Postfix    Send and Receive Mail 

Webmin  Remote GUI for System Administration 

Bind  
A DNS Server Program, caching of DNS and 

blacklist tests. 

ClamAV  An Open-Source Anti-Virus scanning tool 

Logwatch Provides daily reporting on spam activity 
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Using Virtual Machines  

If you’re proficient in or advocate the use of Virtual Machines, or VM’s, then you 

might be pleased to note that this edition of the Piratefish was produced using 

VMware ESXi version 3.5.  Virtual Machines are the future of server-room 

computing and easy to use and implement. 

If you’re not familiar with VM’s I recommend that you start learning about them 

as soon as possible.  VM’s provide an excellent way to build and test 

environments, and they are easy to use, easy to maintain and best of all, free.  

A single server-class machine with one CPU and 2gb of ram can serve as the host 

for up to 4 complete Linux systems.  If you’ve ever wondered how you could use 

16gb or 32gb of ram in a single server, Virtual Machines is how.  A single 2U 

server with a fast RAID-5 array, two gigabit Ethernet ports, dual Xeon processors 

and 16gb of ram can run 10-20 complete virtual machines, including Windows 

Servers, workstations, remote access servers, mail servers, Piratefish, web 

servers, database servers and even software firewalls. 

There are many different VM systems available for Linux, but my personal 

experience as found VMware to be the superior system in all areas.  The only 

disappointment of VMware is its requirement for a Windows-based 

management client.  The list of reasons I don’t completely convert to Linux was 

only two items long prior to VMware coming into my life.  The other items are 

FPS games and Check Point Firewall-1. 

In addition to the regular support of the Piratefish, I will support those users 

trying to use VMware as well.  I’ve been tempted to write an entire book on just 

that subject…  
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Materials Required  

A computer (or VM) to dedicate to anti-spam services; 

Note: If you’re planning on heavily using Bayesian filtering, be sure to 
build the system larger and faster.  Higher volume email sites should use a 
newer faster computer with at least 1gigabyte of ram.  

¶ Modern Intel or AMD x86 based CPU.  Faster is better. 

¶ At least 512mb of ram.  More is better. 

¶ At least 4gb of disk storage, depending on your logging needs.  

¶ A supported network card (3Com, Intel, Broadcom, Linksys, Etc.)  

¶ Access to the Internet.  Required 

¶ A workstation PC with a web browser (your desktop PC will work fine)  

¶ An SSH client (Windows users should search Google for Putty) 

¶ An Ubuntu Server Installation CD.   Download and burn it. 

¶ To obtain the Ubuntu Server Installation CD-ROM, you need to visit 

the website http://www.ubuntu.org 

 

The Ubuntu Server disk image is around 600 mb.  Use the 64bit image 

only if your computer is a 64bit system.  When it doubt, use the 32bit 

version of the OS. 

 

Note: For those wanting to get started right away, I recommend that 

folks use the Torrent links whenever possible. Downloading of a 

torrent file such as this can take less than 1 hour, and will virtually 

guarantee a successful download.  

 

For more information about BitTorrent downloading, please visit 

http://www.bittorrent.org. There are many bittorrent clients available 

for free on the web.   

http://www.ubuntu.org/
http://www.bittorrent.org/
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The Installation Process & Pre -Installation Tips  

The process of building the Piratefish system is broken into separate chapters in 

this guide.  The chapters provide detailed instructions on what things one 

should expect to see and what answers will be needed for the various 

questions.   

Each section is logically broken into phases, where each section allows you to 

construct and test each part of the system.  After completing Chapter 12, the 

Piratefish is ready for action – but it will still have some deficiencies until the all 

the system setup features have been completed. 

During the development of the Piratefish, the server was brought online 

without Bayesian filtering.  It began stopping spams immediately – where once 

100 spams a day came through, the count came down to 15 spams a day.  Spam 

was still getting through because all the blocking done was through a 

combination of blacklist servers and simple content scoring. 

Over time the number of spams getting through each day grew as the 

spammers had realized they weren’t getting in and changed their tactics.  They 

began to engineer their spam to get around the filters and used non-blacklisted 

servers to avoid the blacklist check.  By this time I’d collected plenty of spam 

and ham together - hams are examples of good emails. 

Having a collection of spams and hams before setting up the Piratefish will allow 

you to activate the Bayesian filters right away – see chapter 14.  Even after 

setting this system up, spams will still get through – it’s important to collect 

these and re-train your Piratefish often – just to keep it sharp.  A minimum of 

200 spams and 200 hams are needed to be learned before the Bayesian filter 

starts to work. 

Bayesian filtering is an automatic feature of the SpamAssassin program used in 

the Piratefish.  The folks at the Apache Software foundation recommend putting 
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as much ham and spam as possible into your Piratefish system.  Another system 

I've had experience with recommends no more than 800 spams and hams.  

The final chapters of this guide cover setting up the Bayesian filter, how to 

prevent email backscatter, how to install a firewall on the Piratefish server itself, 

how to setup and use FuzzyOCR to read image spams and how to change the IP 

address of a running Piratefish server. 

If you run into any troubles during the building and construction of your 

Piratefish, and you have not yet read the Piratefish 4 tuning & support page, 

now is the time to do so.  The tuning & support page for this document provides 

updates and advice that wasn’t available at the time this document was written. 

Authors  Note 

The Piratefish Anti-Spam Guide is a best effort document.  There is no guarantee 

that a screenshot will look the same between the time this document is written 

and the time you read it.  Linux changes, life changes, things change.  Please be 

sure to try and work through the documentation thoroughly.  Doing so will 

reduce headaches later. 

This document is the fourth major revision of this document, and is hopefully, 

the best.  I am publishing this edition of the book in Word document form in the 

hope that my readers and supporters will not openly share it or give it away.  

The Piratefish has received much support from the open-source world and its 

users, and I hope to continue this trend.  I always try to be a generous, 

reachable and friendly person – so please don’t be afraid to reach out and let 

me know how things are going, ask for advice, Etc. 

If you are reading and using the Piratefish, and didn’t pay for this document, I 

would please ask that you consider purchasing it so that you will receive 

updates to this document as they become available.  All Piratefish owners get 

free updates as long as the Piratefish lives. 



The Piratefish Anti-Spam System – Version 4 

12 

Chapter 1: Installing the Ubuntu Server OS  

By this time, you have chosen the system that will become your Piratefish Anti-

Spam System. Please be aware that these instructions will erase the hard disk of 

this computer and install the Ubuntu Linux Operating System. 

1. Make sure the computer is plugged into the network and is ready to be 

setup.  If you’re setting this up on one IP address, and moving it to another 

IP address when the system is put into production, assistance with changing 

the IP address is provided later in this book.  Internet access is required to 

setup the Piratefish, but it’s best to use static IP addressing for your 

Piratefish. 

 

Using DHCP addressing is possible, but it makes reaching the unfinished 

server more difficult during the construction process. Additionally, once this 

system is put online it must not operate with a DHCP assigned IP address.   

Note that these instructions were written in a DHCP environment, so 

changing the systems IP address afterwards is required. 

 

Note: Throughout these instructions Linux commands are listed in lower 

case characters. Linux is a case-sensitive operating system. In Linux, it is 

possible to have five different files named "Bob", "BOB", "bob", "bOb" and 

"BoB" all in the same directory. In Windows, bob=BOB=bOb=BoB=Bob. 

 

2. This installation will need you to provide the following information: 

 

i   A hostname for this computer (usually piratefish) 

i   A username and password  

i   A root password 

i   The IP address of the system 

i   The Subnet Mask of the system 

i   The Default Gateway of the system 
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Having these written down or in your head before proceeding will speed 

the build process. 

 

3. Place the Ubuntu Server CD-ROM into 

the computer and boot the CD. 

 

4. When the CD boots an Ubuntu banner 

screen will appear with a menu of 

language options.  Choose your language 

and press Enter. 

 

5.  Choose Install Ubuntu Server and Press 

Enter. 

 

6. Now choose your installation language 

and press enter. 

 

7. Choose your country and press enter. 

 

8. Choose your keyboard layout.  Please note that the keyboard detection 

works, but is slow and annoying.  It’s faster just to choose your preferred 

layout. 

 

9. Once you’ve gone through this process, the system will begin loading for 

the installation.  This takes a minute or two, as it’s now loading drivers, 

reading the CD-ROM, determining what hardware is installed on the system 

and so forth.  

 

During this process you may need to setup an IP address for the system – 

otherwise it will detect and configure the network card using DHCP.  This is 

acceptable for now, but will be changed later. 
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Once it’s done, it will ask for the hostname – enter in a hostname and press 

enter.  The hostname should be all lower-case, one work, no spaces or 

special characters. 

 

Note that this name will match the Internet host name of where all your 

email will be delivered (without the domain name). 

 

10. Now choose your time zone and press enter. 

 

11. The system will now detect your storage setup.  If you’re using a simple 

hard disk, then you are recommended to use either of the first two options. 

 

 

More advanced users might want to perform a manual or more complex 

setup, depending on what kind of disk systems are in use.  This book cannot 

go into deep detail on all the options here, but if you’re experienced or 
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adventurous, then you might want to look around a bit at each option. 

 

New users are recommended to use the first option.  LVM generally is used 

in situations where a large partition is needed and can be spanned across 

multiple disks - similar to RAID 0.  Piratefish servers don’t require tons of 

storage – 20gb for most users will be overkill! 

 

12. Choose your desired installation disk, and press enter. 

 

13. If you choose the recommended setting, you’ll be presented with this 

screen;  Choose Yes and press enter. 

14. The system will now make changes to the system partition table, format the 

new partitions, and begin installing the base system. 

 

This process will take some time as the files need to be decompressed and 

installed.  The installer also performs customization of the system in order 

for it to work optimally with your hardware. 
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15. Once the base install is complete, the system will ask for a user name.  Put 

in your full name and press enter. 

 

16. The system will then recommend a username – edit or change as desired 

and press enter. 

 

17. Now enter your password.  Remember that this password will be used 

every time you remotely connect to the system using SSH or log into the 

console. 

 

18. When asked about encrypting your home directory, choose the default 

answer of No and press enter. 

 

19. If your network requires that you use a proxy to access the Internet, 

configure that now, otherwise choose to continue. 

 

20. When asked about how to manage updates, choose to install security 

updates automatically. 
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Note that this will ONLY install security updates – version updates and other 

manjor software updates will still be done manually.  This is best done 

manually so as to ensure that you’re aware of any major changes that could 

affect system operations. 

 

21. When you reach the software selection screen, you should select DNS 

server, Mail server, and OpenSSH server.  If you’re building your Piratefish 

on a VMware server, then select Virtual Machine host as well.  Select items 

using the spacebar and arrows.  TAB over to Continue and press enter to 

continue. 

 
22. Your Piratefish will now contact the Internet and retrieve the package 

updates it needs to install the selected software. 

 

23. When asked about your Postfix Configuration, choose No configuration and 

press enter. 
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24. The system will now download and install itself, and after a few minutes it 

will install the boot loader and announced the installation complete. 

 

Press enter to continue.  The system will now reboot itself. 

 

25. Once the system has rebooted, the console should present you with a 

screen like this; 

Pressing enter should get the servers attention and present a login prompt. 

 

This is how a normal boot screen will look on most Linux servers.  While it 

may be boring, mastering this ugly environment is worth the trouble.  This 

book tries to avoid using the command line, but it cannot be completely 

bypassed just yet. 

 

26. Now log in using your username and password as entered during 

installation. 

 

Congratulations – you have logged into your newly installed Linux server.  

At this point you are logged in as you – and you are only a user on your new 



  

  19 

server – not an administrator.  Linux uses a system of privileges to keep 

users isolated from systems functions.  In order to elevate your privileges 

on the system, you must enter the commands to do so. 

 

Enter the command “sudo -s" and press enter. 

 

Now enter your login password. 

 

Once you have done this successfully, you will be logged in as the root user, 

and you will be able to do anything you like.  I emphasize this because 

anything includes destructive changes in addition to helpful ones. 

 

Note: Unlike most other Linux distributions, Ubuntu's default setup does 

not have a regular root user. The root user account in Ubuntu does exist, 

but by default the root account is not an account that someone can simply 

log in to. As a security precaution, Ubuntu requires users to log in with 

normal user accounts, and then access root privileges as needed.   

 

Ubuntu Linux uses a system called SUDO or "Substitute User DO" that 

permits users to gain privileges as needed.  For desktop workstations this is 

acceptable, however, this makes management cumbersome on a server. 

  

In this documentation I provide a how-to on how to bypass Ubuntu's SUDO 

setup for the purposes of easy installation. It is strongly recommended that 

this system is left in place on other systems you create using Ubuntu unless 

absolutely necessary.  

 

In Ubuntu Linux, the root user's password is unknown to the user, but it can 

be set using a sudo command. Once the root users password is set, users 

can still become root using “sudo –s”, but it will also be possible to become 

root using the "su -" command to log in as root, and root also log in from a 

console. 
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27. Type "passwd root" and press enter. 

 

You will be prompted to enter a password for root twice. 

 

28. Type in the command  

"cp /etc/apt/sources.list /etc/apt/sources.list.backup" 

 and press enter. 

 

This makes a backup of the Apt Sources file. 

 

29.  Type in the command "pico /etc/apt/sources.list" and press enter. 

 

This will load the pico editor and open the file /etc/apt/sources.list 

 

This file instructs Ubuntu on where to get program files and updates from. 

We're going to change and expand this list to make construction of your 

Piratefish much easier. 

 

The pico editor uses the arrows, delete key and control keys (listed at the 

bottom of the screen) -- It should be easy to use if you've familiar with 

Windows Notepad. 

 

30. Use the arrow keys to find a pair of lines that looks like this: 

 

# deb http://us.archive.ubuntu.com/ubuntu jaunty-backports main restrict... 

# deb-src http://us.archive.ubuntu.com/ubuntu jaunty-backports main resct.... 

 

Remove the # from both of these lines so they start like this: 

 

deb http://us.archive.ubuntu.com/ubuntu feisty... 

deb-src http://us.archive.ubuntu.com/ubuntu feisty... 
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31. Editing of the file is complete. Press Control-X to exit, and type Y and press 

enter to save the file. 

 

32. Now type in the command “apt-get update” and press enter. 

 

The server will now go online and begin downloading updates from Ubuntu. 

This might take some time depending on your connection speed and how 

old the Ubuntu distribution you're using is. Newer Linux distributions need 

to download fewer updates. 

 

APT stands for "Advanced Packaging Tool" and is used by most Debian-

based Linux distributions.  Ubuntu is one of the most popular Linux 

distributions in the world, and it's a Debian based distribution. 

 

The APT tools provide a very easy way to download and install software and 

is essential for building your Piratefish server. 

 

Once the update is complete, you will be returned to the command prompt. 

 

33. Now enter the command “apt-get -y upgrade” and press enter. 

 

This tells APT to download the latest updates, not bother you with 

questions, and install the updates. 

 

34. Once the updates are complete, please reboot your server using the 

command “reboot”. 

 

Once the reboot is complete, perform another “apt-get update” and “apt-

get –y upgrade” and reboot once again. 

 


